Today’s Ransomware — Lockbit3.0
July 5, 2022

1. Blocked by trueEP®
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2. Victim in case trueEP® was not installed

- All file name's extensions were changed to HLJIKNSKOQ
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3. Screen of Victim

| HUKNskOg.README - Windows H 2% — O X
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|~~~ LockBit 3.0 the world's fastest and most stable ransomware from 2019~~~ 2

»>>>> Your data is stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data
appears on our leak site, it could be bought by your competitors at any second, so don't hesitate for a long time. The
sooner you pay the ransom, the sooner your company will be safe.

Tor Browser Links:

http://lockbitapt2d 73krlbewgv2 7tquljgxr33xbwwspbrkyieto7udncead.onion
http://lockbitapt2yfbt7Ichxejugd 7Tkmgvgguwjpgkmevvdl3azl3gybpyd.onion
http://lockbitapt34kvripbxojylohhxrwsvpzdffgssz4pbbsywnzsbdgugd.onion
http://lockbitapt5xdzkjbcgmzéfrdhecqgqgadevyiwgxukksspnlidyvd7qd.onion
http://lockbitapt6vx57t3eegjofwgeglmutr3a3snygvokjabuuccipdykyd.onion
http://lockbitapt72iw55njgngpymggskgSyp75ry7rirtdgdm7id2artsbgd.onion
http://lockbitaptawjlbudhpd323uehekiyatj6ftcxmkwebsezsdfqgpjpid.onion
http://lockbitaptbdiajgtplcrigzgdjprwugkkut63nbvy2d5rdw2agyekgd.onion
http://lockbitaptc2igdatewz2ise62q63wlktyrldgtwuk5gax262kgtzjgd.onion

Links for normal browser:

http://lockbitapt2d 73krlbewgv2 7tquljgxr33xbwws pbrkyieto7udncead.onion.ly
http://lockbitapt2yfbt7Ichxejugd 7Tkmavgguwjpgkmewvvdl3azl3gy6pyd.onion.ly
http://lockbitapt34kvripbxojylohhxrwsvpzdffgssz4pbbsywnzsbdgugd.onion.ly
http://lockbitaptSxdzkjbcgmz6frdhecqgqgadevyiwgxukksspnlidyvd7qd.onion.ly
http://lockbitaptevi5b7t3eegjofwgeglmutr3a3bnygvokjaSuuccipdykyd.onion.ly
http://lockbitapt72iw55njgngpymggskgSyp7Sry7rirtdgdm7id2artsbgd.onion.ly
http://lockbitaptawjlbudhpd323uehekiyatjbftcxmkwebsezsdfqgpjpid.onion.ly
http://lockbitaptbdiajgtplerigzgdjprwugkkut63nbwy2d5rdwZagyekad.onion.ly

Ln 1, Col 1 100%  Windows (CRLF) UTF-8

LockBit Black

All your important files are stolen and encrypted!
You must find HLJkNskOq.README.txt file
and follow the instruction!




